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Disclaimer

The information provided in this presentation is for discussion
purposes only and may not be considered legal advice. The
information presented is a brief summary of selected laws. Such laws
as well as other contractual, ethical, and other obligations must be
carefully analyzed to determine the specific needs and legal
obligations of the parties involved in a specific matter. Please consult
with competent legal counsel to discuss the specific legal
requirements for your matter. THE INTENTION OF THIS
PRESENTATION IS TO PROVIDE INFORMATION TO ENABLE
ATTENDEES TO UNDERSTAND KEY PRINCIPLES TO HELP COMPLY
WITH APPLICABLE LAWS.
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Why These Updates Matter

HIPAA compliance expectations continue to expand for health care providers, including small practices. Recent developments affect multiple
critical areas that acupuncturists must understand and implement.

® o

Notices of Privacy Practices Sensitive Information Handling FTC Privacy Enforcement

Required updates to NPPs with new federal SUD/Part 2 records require special protocols Privacy enforcement extending beyond HIPAA
requirements

©

Cybersecurity Expectations State Laws

Proposed HIPAA Security Rule changes are raising standards Stricter state confidentiality requirements

O Important: HIPAA is a federal baseline. State and other federal laws may impose stricter requirements
and must be considered in release-of-information workflows.
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Substance Use Disorder (“SUD”) Records: What
Acupuncturists Should Know “Part 2”

1. Why Part 2 May Reach Your Practice 3. Operational Triggers to Watch For
Many practices are not 'Part 2 programmes,' but may receive Part 2-protected *  Records from detox or SUD treatment programmes
records through referrals, patient-supplied records, or integrated care - Records labelled '42 C.F.R. Part 2'

coordination. o _
Specialised consent/redisclosure language

2 2024 Part 2 Final Rule - Requests to forward 'the entire chart' where Part 2-origin documents are
included

The rule modernises Part 2 and aligns aspects with HIPAA/HITECH, including

consent structure for certain purposes, redisclosure expectations for HIPAA- 4. Key Practice Controls

regulated entities receiving Part 2 records, and enforcement/breach-related

alignment concepts. |dentify and label Part 2-origin documents

Apply access controls where feasible
Federal Register: 89 Fed. Reg. 12472 (Feb. 16, 2024)

Do not automatically redisclose Part 2-origin documents
Perform distinct disclosure review step

Document all disclosures

Treat subpoenas/court requests as heightened-review events



Part 2 Decision Tree for Acupuncture Practices

Step 3: Before Releasing Records
Step 2: Update NPP
Step 1: Identify Part 2 Records

If applicable, add Part 2 overlay clause plus Identify Part 2-origin documents, confirm
Did you receive SUD treatment records from a separate statements for proceedings and consent/authorisation or Part 2-compliant legal
programme that appears subject to 42 C.F.R. fundraising (if applicable) process, and document the disclosure

Part 27

* No/Unclear: Treat as HIPAA PHI; proceed
with standard HIPAA workflow

* Yes: Proceed to Step 2

Citations: 42 C.F.R. Part 2; 89 Fed. Reg. 12472 (Feb. 16, 2024); 45 C.F.R. § 164.520(b)(1)(ii)(C)—(D) and (b)(1)(iii)(D)~(E)
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HIPAA Notice of Privacy Practices ("NPP”): Required
Changes for 2026

Source of NPP Changes and Compliance Date _
Key Authority

The HIPAA Privacy Rule To Support Reproductive Health Care Privacy (Final Rule) adopted
amendments affecting disclosures and NPP content. A court decision vacated most substantive 45 C.F.R. §164.520

portions, but HHS has stated only specific NPP paragraphs were vacated.

Federal Register
HIPAA Privacy Rule To Support Reproductive Health Care Privacy

89 Fed. Reg. 32976 (Apr. 26, 2024)

Compliance Date: February 16, 2026

Core NPP Requirements

NPP must be written in plain language and include: permitted/required uses Court Decision:
and disclosures; individual rights; covered entity duties; complaint process;
contact information; effective date. Carmen Purl v. HHS (N.D. Tex. June 18, 2025)




Reproductive Health Privacy Rule — What Remains in Effect

* A federal court vacated most substantive reproductive health disclosure restrictions
* HHS has stated that only specific NPP-related provisions were vacated
» Other HIPAA Privacy Rule amendments unrelated to the vacated provisions remain in effect

What This Means for Practices
* Do NOT include vacated reproductive health disclosure language in NPPs
« Continue complying with:

« Standard HIPAA Privacy Rule requirements

 Part 2 overlay obligations (if applicable)

 State confidentiality laws

Compliance Date Reminder
* Remaining NPP amendments have a compliance deadline of February 16, 2026

More Stringent Law Overlay:
« The NPP must reflect and comply with any applicable law that is more restrictive than HIPAA

(including 42 C.F.R. Part 2), and may not describe disclosures that are otherwise prohibited or
materially limited by such law (45 C.F.R. § 164.520(b)(1)(ii)(C)—(D)).




Required separate statements:

» Separate statement re: use/disclosure of Part 2 SUD records in proceedings against the individual (limits unless written
consent or Part 2-compliant court order).

« Separate statement re: fundraising using Part 2 records (opt-out opportunity before fundraising communications).

NPP provisions vacated by the court:

Prohibited reproductive health disclosures description (would have required NPP to describe certain prohibited uses/
disclosures tied to reproductive-health-related PHI).

« Attestation description (would have required NPP to describe circumstances where an attestation from the requestor would
be required).

« Redisclosure warning (reproductive health) (would have required NPP to warn that disclosed reproductive-health-related
PHI could be redisclosed and lose HIPAA protection).

* Authority (vacatur): Carmen Purl, et al. v. HHS, No. 2:24-cv-00228-Z (N.D. Tex. June 18, 2025).

Consider the requirement: A statement adequate to put the individual on notice of the potential for information disclosed
pursuant to this subpart to be subject to redisclosure by the recipient and no longer protected by this subpart




Sample NPP Language for Part 2/SUD Records

For practices that may receive Part 2 or SUD records, the following language should be incorporated into your Notice of Privacy Practices:

Part 2 Overlay Clause

Substance Use Disorder (SUD) Records (42 C.F.R. Part 2). Sample language: In some cases, we may receive substance use disorder treatment records from

programmes that are subject to federal confidentiality rules at 42 C.F.R. Part 2. When Part 2 applies, it may limit certain uses and disclosures of these records beyond

what HIPAA would otherwise allow. We will follow the more protective requirements when they apply.

Separate Statement: Proceedings

Use of Certain SUD Records in Proceedings. Sample language: Substance use disorder treatment records received from programmes subject to 42 C.F.R. Part 2

(or testimony relaying the contents of such records) will not be used or disclosed in civil, criminal, administrative, or leqislative proceedings against the individual

unless authorised by the individual's written consent or by a court order that meets Part 2 requirements.

Separate Statement: Fundraising

3 Fundraising and Part 2 Records. Sample language: If we create or maintain records subject to 42 C.F.R. Part 2 and intend to use or disclose those records for

fundraising for our benefit, we will first provide you a clear and conspicuous opportunity to opt out of receiving fundraising communications.




NPP Requirements: What's Required, Conditional, and Vacated

NPP Item Status Authority

Basic NPP elements (plain language; uses/disclosures; rights; Required 45 C.F.R. § 164.520

duties; complaints; contact/effective date)

NPP must reflect more stringent law and provide sufficient detail Required 45 C.F.R. § 164.520(b)(1)(ii)(C)—(D)

(e.g., Part 2)

Separate statement: Part 2 records in proceedings Conditional 45 C.F.R. § 164.520(b)(1)(iii)(D)

Separate statement: fundraising using Part 2 records Conditional 45 C.F.R. § 164.520(b)(1)(iii)(E)

Describe prohibited reproductive-health uses/disclosures Vacated Carmen Purl v. HHS (N.D. Tex. June 18, 2025)
Describe attestation requirement Vacated Carmen Purl v. HHS (N.D. Tex. June 18, 2025)
Redisclosure warning specific to reproductive health Vacated Carmen Purl v. HHS (N.D. Tex. June 18, 2025)
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FTC Privacy Enforcement & Health Breach Notification Rule

Why the FTC Matters FTC Statutory Authority Health Breach Notification Rule
HIPAA does not cover all health-related FTC Act § 5: Unfair or deceptive Regulation: 16 C.F.R. Part 318
data or all consumer-facing tools used by acts or practices (15 U.S.C. § _
practices. FTC enforcement frequently 45(a)(1)) Scope: Vendors of personal health
targets undisclosed sharing of sensitive records (PHRs), PHR-related entities,
health data, misleading privacy FTC Unfairness Standard: 15 U.S.C. 2and third-party service providers when
statements, and inadequate security HIPAA does not apply
practices in consumer-facing systems. Effective: July 29, 2024

Practical Implications for Acupuncture Practices

— Websites and intake forms
— Scheduling platforms
Patient communications tools

S
— Tracking pixels and analytics
S

Marketing integrations

Risk Focus: Mismatch between privacy statements and actual data flows (deception
"> risk), and transmission of health-related data to advertising/analytics vendors.
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HIPAA Security Rule: Proposed Cybersecurity Changes

The Notice of Proposed Rulemaking (NPRM) issued on January 6, 2025, signals a significant shift toward more prescriptive cybersecurity safeguards
with reduced reliance on flexible ‘addressable' implementation.

———0— —0—

Risk Analysis & Management Asset Inventories Encryption & Authentication

Enhanced documentation expectations for risk Asset inventories and network mapping for systems Encryption (at rest/in transit) and multi-factor

analysis and risk management processes handling ePHI authentication expectations

Security Testing Incident Response

Routine security testing including vulnerability scanning and penetration testing Incident response and contingency/restoration planning, including ransomware
readiness

Citations: 45 C.F.R. Part 164, Subpart C; HIPAA Security Rule To Strengthen the Cybersecurity of Electronic Protected Health Information, 90 Fed. Reg. 898 (Jan. 6, 2025)
(NPRM)




Brief Overview of the HIPAA
Security Rule

Federal standards for safeguarding electronic protected health information ("ePHI").

Key Safeguard Categories:
> Administrative Safeguards — policies, workforce security, risk analysis (45 C.F.R. §164.308)

> Technical Safeguards — access controls, audit controls, integrity and transmission
protections (45 C.F.R. §164.312)

° Physical Safeguards — facility access and device/workstation controls (45 C.F.R. §164.310)

Core Security Rule Requirements:
> Risk Analysis and Risk Management as ongoing processes

> Workforce training and sanction policies
> Documentation and policy maintenance (45 C.F.R. §164.316)

Applies to Covered Entities and Business Associates



2013 Omnibus Rule — Impact on
Security Rule

Issued January 25, 2013 (78 Fed. Reg. 5560).
Made Business Associates directly liable for Security Rule compliance.
Extended HIPAA obligations to subcontractors.

Introduced presumption of breach unless low probability standard met.

Strengthened enforcement and penalty structure.




Status of the HIPAA Security Rule
NPRM (2025)

NPRM published January 6, 2025 (Federal Register). hitps://www.federalreqgister.gov/
documents/2025/01/06/2024-30983/hipaa-security-rule-to-strengthen-the-cybersecurity-of-
electronic-protected-health-information

See Department of Health & Human Services’ Fact Sheet: HIPAA Security Rule Notice of

Proposed Rulemaking to Strengthen Cybersecurity for Electronic Protected Health Information |
HHS.gov

Comment period closed March 7, 2025.

Approximately 4,745 comments submitted.
Under review; no Final Rule issued.

Current HIPAA Security Rule remains in effect.


https://www.federalregister.gov/documents/2025/01/06/2024-30983/hipaa-security-rule-to-strengthen-the-cybersecurity-of-electronic-protected-health-information
https://www.federalregister.gov/documents/2025/01/06/2024-30983/hipaa-security-rule-to-strengthen-the-cybersecurity-of-electronic-protected-health-information
https://www.federalregister.gov/documents/2025/01/06/2024-30983/hipaa-security-rule-to-strengthen-the-cybersecurity-of-electronic-protected-health-information
https://www.hhs.gov/hipaa/for-professionals/security/hipaa-security-rule-nprm/factsheet/index.html
https://www.hhs.gov/hipaa/for-professionals/security/hipaa-security-rule-nprm/factsheet/index.html
https://www.hhs.gov/hipaa/for-professionals/security/hipaa-security-rule-nprm/factsheet/index.html

Selected Considerations

The Office for Civil Rights (“OCR”) states the Security Rule is outdated and insufficient for
modern threats.

NPRM aims to align HIPAA with The National Institute of Standards and Technology (“NIST”)
Cybersecurity Framework.

Industry raised concern about cost and operational challenges.

High comment volume increases likelihood of revisions before Final Rule.




What the NPRM Actually Proposes

Eliminates 'addressable’ specifications (currently in 45 C.F.R. §164.306(d)).
More risk analysis requirements.

Mandatory multi-factor authentication (“MFA") proposals.

Strengthens encryption requirements (no specific algorithms mandated).
Annual penetration tests and biannual vulnerability scans.

Asset inventory and ePHI flow mapping.



Important Clarifications

NPRM does not require specific encryption algorithms.

Network segmentation encouraged but not mandated.

MFA, encryption, and scanning requirements are proposed.
NPRM does not modify HIPAA Privacy Rule patient rights.




What Remains Unknown

Timeline for the Final Rule publication.

Whether MFA, encryption, and testing requirements will remain unchanged.

Whether compliance deadlines will be phased.

Final scope and obligations for small providers and Business Associates.




Practical Takeaways

Continue complying with the current Security Rule.

Use NPRM as preparation guidance — not binding requirements.
Strengthen risk analysis and documentation processes.

Begin asset inventory and mapping.

Plan flexibly until Final Rule details are published.




QUESTIONS AND ANSWERS




